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/ PTCP-SARAHAI: Fusing radar, EO/IR, and predictive

| ml. I
"'a\ _ / network control to preserve cue-to-slew tracking
/ under swarm ingress conditions.
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The Awareness Imperative:

Network as a Perception Layer

N\
The Problem \
(Network Failure)

The Architecture

(Buffer-Safe Governance)

N
The Output \
(Physical Al)

In swarm-like PTCP-SARAHAI explicitly The Ul displays current, m
ingress/egress events, separates hot-path track uncertainty-bearing
the defender network metadata (P1/P2) from physical-state
becomes a failure mode. slow-path evidence updates—not stale
(P3/P4). evidence backlogs. \V/
Standard Ethernet traps
time-critical track state We manage network Operators see prioritized
{": behind bulk video and buffer capacity as a scarce tracks with actionable
replay traffic. physical resource. Sensor cueing.
4] y y_
\ - "4

PTCP-SARAHAI con;erts Tﬁgh-rate ;ensor streams_into pFioritizeci, covari;nce-
bearing physical-state updates while preserving evidentiary integrity.




The Swarm Paradox: More Sensor

s Create More Blind Spots

Trigger: Swarm

~ ingress triggers multiple

radar tracks and

~ camera cue requests.

. Feedback Loop: System
. requests more video to
recover lost track,
exponentially worsening
the buffer crisis. |

F x: b

drC

failing. Packets aren't dropped
immediately—they sit in deep

information is wrong information.

Load: Unmanaged
network floods with full-

Key Insight: A conventional resolution EO/IR

hitecture appears healthy while
OSl evidence jobs.
uffers. For sensor fusion, late s

Failure: PTZ
commands arrive
late; camera slews
a stale coordinate

- —
| Congestion: Host
| queues and switch

to | buffers fill rapidly
] (Bufferbloat).

" confirmation streams and |



Anatomy of a Failure: Bufferbloat

Impact Metrics

P3/P4 Bulk Video, P1/P2 Track Metadata
Replay, Evidence

Stale Cue-to-Slew l‘“

PTZ cameras chase \
old coordinates. Ve

Widened Covariance

Track uncertainty
explodes due to
delayed updates.

Operator Overload

Wall of video freezes |
P1/P2 Track Metadata or lags at the critical /N

& PTZ Cues moment.

y




The Paradigm Shift: From Video Management to Physical Al

Conventional VMS

Focus

1 Optimizes for showing every possible frame to every
possible operator.

Physical Al

<

Method

3 Human cognitive overload; network saturation;
stale data.

'y

S S

/ Ve 3
g

2 Best-effort transport; camera browsing.
: e =
Result in Crisis 2N

! Focus
L/*r:@:‘:l Optimizes for maintaining a coherent physical-state
\|/ estimate under constrained compute, network, and
human attention.
Method b
‘ p( Senses, models, predicts, and governs
physical-world state.

:}&u

Result in Crisis

Current, explainable, uncertainty-bearing track
cards with actionable sensor cueing.

Physical Al closes the loop between physical sensors, physical tracks, physical network

resources, and operator decision workflows.



PTCP-SARAHAI Architecture: Governing the Dataflow

EchoGuard CR radar

range, azimuth, elevation
velocity, quality

FLIRMK 2 /
Ranger HDC MR
PTZ pose

EQ/IR frame metadata
thermal ROI

Context feeds
airspace
weather

sensor health
operator requests

Sensor-edge
normalization

timestamp
covariance
EhE
sensor health
local cache

PTCP fast path

PO control
P1 track
P2 cue
eBPF/XDP-ready
where approved

Fusion core

association
covariance
track prediction
group hypotheses

Slow path
ROI video
evidence clips

replay
model refresh

SARAHAI UI/UX

COP
track cards
uncertainty
case packs

PTCP analytics
PoL-TT
D_topo

geodesic routing

buffer governor

Evidence vault

hashes
metadata
local-first retention

-

Buffer-safety invariant
Predicted P1/P2 track and cue traffic stays below reserved service capacity;
L P3/P4 bulk traffic is compressed, stored locally, or delayed before queues saturate. )




Architectural Isolation:

-, ,«’"

The Hot Path vs. The Slow Path _

Payload contents:

“track_id’, “timestamp’, “position’,

| “velocity , covariance , "classification hint’,

"TTL™, " reason codes’

Payload contents: High-rate evidence, full-resolution
video frames, replay workloads, model refreshes

High-volume payloads. Gated based on real-time
network margin to protect the hot path.

Time-critical metadata and cueing commands.
Compact, prioritized, and uncertainty-bearing.




Buffer Governance & Priority Lanes (PO

- P4)

PO (Control & Health) Network primitives, system heartbeats. (Bounded latency).

P1 (Track Updates) Compact EKF/UKF track state updates. (Reserved capacity).

Commanded camera motion. Stale coordinates expire dynamically

P2 ':ﬁw L 'E*-'-"Jﬂ)ﬂ via TTL at the edge to prevent chasing ghosts. (Reserved capacity).

Video streams, optionally cropped to Region of Interest

to save bandwidt

1. (Gated by queue margin).

Bulk hash-preserved case packs.
(Stored locally, delayed replication until storm passes).

Takeaway

By enforcing class-specific invariants, the system guarantees the physics
of tracking remain isolated from the physics of data replication.




Physical Sensing & Kinematic Normalization

EchoGuard CR Radar

Range, azimuth, elevation, radial

e 99

velocity, hardware quality.

Normalization Engine ObservationRecord {

Time synchronization, sequence timestamp, position matrix,

numbering, and applying explicit j====——————p | velocity, covariance proxy,
covariance (uncertainty). We TTL, and reason codes.

do not treat sensor estimates }

as perfect ground truth.

Plural algorithmic support
(EKF, UKF, IMM, JPDA).

PTZ pose, EO/IR frame metadata,
thermal ROI, bounding boxes.




















































